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ong tin va Truyén

TINH GIA LAI Poc lap - Tu do - Hanh phye
TRUNG TAM CNTT&TT
S6: 01/TTCNTT&TT-NV Gia Lai, ngay 04 thang 01 narﬁ?‘l”f{)gmng tam Cong
Vv huong dan dam bdo an toan thong tin glongl .
khi sie dung hé thong thu dién tic cong vu. ictel.stttt@gialai.gov.vn

Co quan: S¢ Thong tin va
. . Truyén thong, Tinh Gia Lai
Kinh guri: Ngay ky: 05.01.2018

- Vin phong Tinh uy Gia Lai;

- Cac Ban xay dung Pang cua Tinh uy;

- Vin phong Hoi dong nhan dan tinh Gia Lai;
- Van phong Uy ban nhéan dan tinh Gia Lai;

- C4c S&, ban, nganh, doan thé thugc tinh Gia Lai;
- UBND céac huyén, thi x4, thanh pho trong tinh.

Thue hién khuyén cao cua Trung tam Ung ciru khén cap may tinh Viét Nam
(VNCERT) tai Céng van s6 442/VNCERT-PPUC ngay 26/12/2017 ve viéc "16 1,4
ty tai khoan va mat khau tir céc trang mang xa hoi, dich vu truc tuyén"; Trung tam
Cong nghe thong tin va Truyén thong tinh Gia Lai da kiém tra so bd hé théng thur
dién tir cong vu cua tinh, phat hién nhleu tai khoan thu dién tir dang sir dung van
dung mat khau médc dinh khi duoc cap hodc ding mét khau don gian (vi du:
123456 hoac s6 dién thoai ca nhén,...) c6 tinh bao mét khong cao nén nguy co 1§
lot, mét an toan thong tin 1a rat 1én (theo thong bao ctia Trung tdm Ung ciru khan
cap may tinh Viét Nam thi hién nay Gia Lai c6 01 tai khoan thu dién tir céng vu bi
xam nhap).

Thuec hién su chi dao ciia Giam doc S Thong tin va Truyén thong tinh Gia Lai
vé viéc hudng dan cic co quan, don vi trén dia ban tinh dam bao an toan thong tin
khi sur dung hé thdng thu dién tir cong vu cla tinh; nham phong tranh nguy co gy
mét an toan thong tin c6 thé xay ra khi lién lac va trao dbi qua hé thong thu dién tir
cong vy, Trung tdm Cong nghé thong tin va Truyén thong tinh Gia Lai dé nth cac
don vi, dia phuong chi dao cac ca nhan ¢6 sir dung thu dién tir cong vu trién khai
thue hién khan cip mét s6 cong viéc nhu sau:

1/ B6i mat khau tai khoan thu dién tir cong vu, thuc hién theo cac budce nhu
sau:
Bude 1: Pang nhap hé thong:
Khoi dong trinh duyét web (Chrome, firefox, IE,...) va go vao dia chi truy nhap
https://mail.gialai.gov.vn,
Buée 2: D6i mat khau:
Sau khi diang nhéap thanh cong vao hé théng thu dién tir céng vu, tr man hinh
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Man hinh thay déi mét khdu

e Mat khau hién tai: nhap mat khau hién tai (ct),
e Mat khau méi: gd mat khau méi,
e Xac nhan mat khau méi: g6 lai mat khau méi

Nhanndt lénh "™ dé hé théng kiém tra va ghi nhan sy thay d6i mét khau.

Luu y:

+ Noi dung mat khau phai bao gom, két hop cdc logi sau: chit cai in
thuong, chir cdi in hoa, ky tw dac biét, $6,... Noi dung cua mat khau khéng bao gom
cde tir dé nho nhu tén, ngay sinh, s6 dién thoaz

+ D6i véi mdt khau cua nguoi dimg dmh ky phai dwoc thay doi, 161 thiéu

mét lan trong 3 thdng.
2/ Nguoi dung co trach nhiém bao mat tai khoan; khong sir dung mat khau cho hé
thong thu cong vu tring voi voi mat khau cac hop thu dién tir cong cong khac va
clia cac mang xa hoi (Google, yahoo,zalo,facebook...); khong su dung tai khoan
hop thu cong vu dé dang ky tai khoan ca nhéan trén mang xa hoi; can thuc hién theo
Quy ché sir dung hé thong thu dién tir cong vu tinh Gia Lai (do UBND tinh Gia Lai
da ban hanh tai Quyét dinh s6: 03 /2011/QD-UBND ngay 04 thang 03 nim
2011).

3/ Nguoi dung c6 thé tién hanh kiém tra tai khoan email cia minh c6 bi xam
nhap hay khong bang cach truy cap vao website: https://khonggianmang.vn (Day la
cong cu klem tra 10 lot thong tin tai khoan do Cuc An toan thong tin - Bo Thong tin
va Truyen thong phat trién); cach kiém tra: nhap dia chi email cia minh vao o
“Kiém tra 10 lot thong tin tai khoan” trén trang va bAm vao nit “Kiém tra”. Két
qué kiém tra s& dugc giri t6i dia chi email clia ngudi dung.

4/ Trong trudng hop can thiét, c6 thé lién hé véi :

+ Trung tdm Co6ng nghé théng tin va Truyén thong tinh Gia Lai: Ong Vo
Hong Phong - Chuyén vién Trung tdm Cong nghé thong tin va Truyén théng tinh
Gia Lai, so di¢n thoai: 0938661611; email: phongvh.stttt@gialai.gov.vn

+ Trung tdm Tu van va Ho tro nghiép vu An toan théng tin (Trung tdm Xu
ly tan cong mang Internet Viét Nam) thue Cuc An toan thong tin (Bo TT&TT):
Ong Nguyén Huy Ding, Giam déc Trung tam, s6 dién thoai: 0922556666,
0916786018; thu dién tir: nhdung@mic.gov.vn

Cac ddu méi k thuat:




- Canh béo chung vé ATTT: Ong: Ha Van Hiép, sb dién thoai: 0968689111,
thu dién tir: hvhiep@mic.gov.vn;

- Theo déi, giam sat trang/céng thong tin dién tr: Ong: Nguyén Son Tung,
sé dién thoai: 0977325416, thu dién tir: nstung@mic.gov.vn;

- Theo d&i, giam sat, xur Iy mé ddc, lra ddo qua mang: Ba: Bui Thi Huyén,
s6 dién thoai: 0932481987; thu dién tur: bt huyen@mic.gov.vn;

- Ho tro giam sat, phong, chéng tan cong mang: Ong: Nguyén Phu Ding, s0
dién thoai: 01676611700, thu dién tir: npdung@mic.gov.vn

Trén day 1a huéng dan thyc hién dam bao an toan thong tin khi sir dung hé
théng thur dién tir cong vu cia tinh Gia Lai (mail.gialai.gov.vn). Kinh dé nghi lanh
dao céc co quan, don vi, dia phuong quan tam chi dao thuc hién kip thoi cach xur ly
nhu trén dé dam bao an toan thong tin khi sir dung he ﬂléng thu dién tir cong vu.

Noi nhn: GIAM POC
- Nhu trén;
-So TT&TT (blc);
- Luu: VT, NV.
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